UN-Habitat Project Closure Guidelines regarding Project Records --  June 2008
Procedure for transferring records;

Contact Knowledge Management Unit (KMU) of Finance, Quality Assurance and Knowledge Systems Section, Office of Management  for guidance on records transfer procedure and if necessary conduct an on site inspection of your records so as to provide advise on 
· How to separate administrative and substantive records 

· How to identify and categorize records into series

· Any matters relating to records transfer.

Email: imu@unhabitat.org Telephone 7624229/7623043

How to prepare records for transfer:
Before completing paperwork, the record should be physically arranged for transfer. 

Possible category of records: (to be determined after the list of records is provided) 
Physically arrange records for transfer using the following procedure 

1.
Separate Administrative records Substantive records irrespective of format.
Examples of Substantive records 

· Project reports

· Projects agreements and amendments
· Guidelines

· Training material and manuals

· Handbooks

Examples of Administrative records 

· Staff files includes contracts (About 200 staff) and supporting documents 

· Finance records

· Disbursement 

· Bank Statements 

Procurement 

Purchase orders

Commercial contracts (approximately 200)

Lease agreements

Travel


Local travel 

Housekeeping office files e.g Chrono

2.
Divide records into series 

A series is a group of records arranged in accordance with a filing system or maintained as a unit because they result from the same accumulation or filing process, or as a result of the same activity. Examples of records series are:

Examples of records series are from the Administrative records are;
 

· Personnel Files 
· Contract Files

· Bank Statements 

Examples of records series from the Substantive files are

· Agreements

· Project reports

· Minutes of Meetings

The transferring office should arrange the records proposed for transfer into similar logical groups (usually this is already done as part of a file subject classification scheme or other filing system) where this does not exists, KMU will develop a temporary one based on the Organization File Plan 

 

For each series of records you identify, you will need to complete a separate Records Transfer Form and a File List form. (See attached) 

Digitizing Records for Transfer

What are we preserving?

Data

Storage Media

Software (includes application programs and operating system)

KMU Issues to Consider:

For records with long term value stored on electronic media the following guidelines is provided;
Access: Decide how you will provide ready access to the records

Media and Systems: Select appropriate media and systems for maintaining records 

Recommended: Magnetic tapes or cartridge are preferred for the long term storage of electronic records’-ROMs can be used for long term storage as well capacity of a magnetic tape however far exceeds that of a CD-ROM 

Labeling 

Develop procedures for labeling storage media. Each external label should carry information unique to the medium it identifies 

In the minimum is should display

The name of the Organization unit responsible for the data

The system title

The File title

The disposition date or permanent status of the record

Its security Classification 

The covering dates
Guidelines on Digitizing records for transfer 

What is digitization? 
‘Imaging’ or ‘digitization’ are terms which refer to the process of creating digital images of items such as paper documents or photographs, and storing them on electronic media such as optical disk. 

Imaging systems can consist of components like:

· equipment for scanning items (flat bed scanners are one example of these) or photographing them (such as digital cameras) 

· software for scanning items, defining aspects like resolution, enhancement, file format and compression algorithms 

· storage media, such as magnetic or optical disks 

· programs which can convert images into text-searchable files such as optical character recognition programs 

· indexing software, for making images more accessible, and 

· Storage devices, such as CD jukeboxes or hierarchical storage management (HSM) systems. 

Selecting records for imaging 
Not all records are suitable for imaging. There is a range of considerations that may affect the decision to copy paper or film records into digital image format. These considerations include:

· The likely ‘retrieval rate’ of the records. Those which are selected for copying should be the ones that are expected to have a high rate of retrieval;

· Whether the records being considered for imaging are likely to be added to or amended in the normal course of business. These sorts of records are not suitable for copying into image formats while they are still in use; 

· The period for which the records will be required for current business. Records which need only be retained for a short period, for example six months or less, may not be worth the expense of digitization; 

The physical attributes of the records. Some forms of records are more suitable for imaging than others. Large format records, ones with reflective surfaces or those which are bound, for example, may be more difficult to scan effectively. Photographs, maps and plans can pose challenges, such as the need to create high resolution images to capture an acceptable level of significant detail, leading to a large ‘file size’ per image.

Desirable features of imaging systems 
Where copies of records are being maintained in imaging systems there are a number of measures which can be adopted in order to ensure that the records are authentic, complete and accessible. The Archives and Records Management Section (ARMS) therefore recommends that certain measures be applied, particularly in the case of systems which contain imaged copies of records which have been legally destroyed.

These measures are:

· routine, documented procedures for verifying that the image copies are accurate and complete reproductions of the originals; 

· the use of standard compression and decompression algorithms; 

· the use of Write Once Read Many (WORM) optical media; 

· the maintenance of thorough system documentation, including description of any image enhancement techniques, and 

· the use of security controls such as access passwords and audit trails to prevent any alteration of the images. 

In addition, it is important to remember that the imaged copies of United Nations records should be managed in recordkeeping systems in accordance with ARMS’ framework of recordkeeping rules and guidance.

Selection of electronic records storage media

Appropriate electronic records storage media and systems must meet the following requirements;

Permit easy and accurate retrieval in a timely manner

Retain the records in usable format until their authorized disposition date

The following factors shall be considered before selecting a storage medium or coverage from one medium to another;

Authorized retention of the records as determined on the retention schedule

Cost of storing and retrieving the records

Ability to transfer information from one medium to the other 

All transferring offices shall ensure that all authorized users can identify and retrieve information in electronic storage systems by establishing procedures for external labeling of the content of storage devices. Identification should the UN mandatory metadata 

The transferring office must adopt a procedure for external labeling of the of the contents of storage devices and provide the metadata

Purpose and importance of the electronic record keeping metadata:
The general characteristic of a record is that it should correctly reflect what was communicated or decided or what action was taken. It should also be able to support the needs of the business to which it relates and be used for accountability purposes.
The definition of metadata given in ISO 15489 is “ data describing context, content, and structure of records and their management through time”

Record keeping metadata gives records appropriate characteristics by

Supporting records retrieval

Supporting wide range of records management processes in the Functional Requirements

Establishing the provenance of the records (ISO 15489 states that the Context in which the record was created, received and used should be appra

How to transfer electronic and / or non-paper format records?
KMU  will ensure that electronic and audio visual records with enduring value are 

are preserved and accessible to the Organization over time. KMU  will work with offices to identify such records and to recommend strategies for migrating them to new storage media as automated systems evolve. When the transfer of electronic records to UN-Habitat Headquarters is essential, KMU will work closely with the creating office to make sure that electronic records including associated metadata or other information required to access the records accompanies the records transferred.

KMU Issues to Consider:

Long term retrievability
Compatibility

Accessibility

Security

Records Disposal;

Records disposal is the process or determining the final fate of records. This may entail destruction, temporary retention or permanent retention as Archives. Records disposal will be guided by the approved UN Habitat Records Disposal Schedule, (RDS) which provides minimum retention periods for the Organization records, and their consequent disposal action.
Records disposal go through three stages of  life cycle. These stages may include:

· Transfer of custody or ownership of the records ( Case of Mongolia) 

· Retention of the records as archives

· Deletion or destruction of the records when they no longer have administrative, legal, fiscal or historical value

A records retention schedule provides guidance on records disposition.

ARMS’ advice regarding records disposal
The disposal of United Nations records is permitted only if ARMS has given authorization, usually through an approved records retention schedule.  UN offices should therefore comply with ARMS’ advice regarding the retention and destruction of both paper (and other format) originals of imaged documents and the image copies.

If the records concerned are not covered by an approved retention schedule, destruction cannot be considered before they are appraised. Destruction is then only permitted when the agency has assessed and fulfilled all other requirements to retain originals and is keeping the imaged copies in a system which ensures they are authentic, complete and accessible for as long as they are required. Image copies should be retained in accordance with the disposal actions specified in the authority under which the records were originally covered. 

Other considerations in disposing of ‘original’ records
Other factors affecting the retention of originals before they proceed with destruction. Some of these include:

Whether the record is required in a particular form
Some authority sources such as regulations specify the form in which certain records should be kept. These can include documents such as certificates or title deeds. If you are unsure as to whether a record may be required in its original form, seek legal advice.

Other barriers to destruction
Where there are pending or anticipated court cases which may require certain records as evidence, it is advisable to postpone any planned destruction of original records until these matters are settled. 

Legal advice
If you are in doubt, it is always prudent to check with legal professionals regarding any special circumstances particular to your office that may affect the destruction of original records. 

Managing originals where they are retained
Where a United Nations record is copied but still needs to be retained in its original form, the original is regarded as the ‘official’ United Nations record and therefore needs to be managed according to ARMS’ framework of rules and guidance on records management.

Destruction of Records;

How will the destruction be carried out?

Internal Shredding 

External vendor

Evidence of destruction 

Destruction certificate

Procedure for Authorizing Destruction

Any office wishing to destroy records must be guided by the approved retention schedule and must fill out the Authorization to Destroy form available from the Information Services Section. (See annex)  The form list the following information;

· Record Series Title

· Covering Dates of records to be destroyed

· Records retention Schedule Number and Item number

· Quantity of records to be destroyed

· Whether the records contain confidential information

The form shall be signed by the Division Head  for approval and forwarded to the Information Services Section. The Chief, Information Services Section will review all requests for destruction and shall have the final approval authority. The review includes verifying that the records established retention schedule has expired, determining whether any of the records warrant permanent preservation, and whether the records contain confidential information or has pending legal or fiscal KMUues.
When the disposal date for the record reach, appropriate arrangements for their destruction must be made. Records must be destroyed adequately so that they can not be reconstructed in any form, and their confidentiality maintained throughout the destruction process. 

Recommended Destruction procedures for Records;

 The following destruction procedures are recommended;

· Hard copy record should be shredded.

· Internal shredding or External vendor ( The latter depends on the volume and  would require a statement of works)

· Hard discs of computers will need to be reformatted before the computers are disposed, or sold.

· Records stored on magnetic media should be bulk erased.

· Optical media such as CD-ROM should be cut, crushed or burnt.

· A copy of all disposal lists must be preserved as a permanent record of all records that have been destroyed.

· Destruction of records not listed within the approved retention and disposal schedule requires authorization from the KMU Section.

Evidence of destruction must be provided,

Certificate of Destruction

The individual who completes the destruction of records shall sign an authorization form indicating the dates that the records were destroyed and the method of destruction employed. The original authorization will be retained at the Archives. (See sample pg----)

Prepare destruction certificates see attached sample

Note: No record shall be destroyed under this schedule authority so long as it pertains to any pending legal case, claim, action or audit.

To do

Keep Records and Archives-It is important to maintain accurate records, contracts and copies of correspondence that are related to the project. 

Categorize records and indicate what action should be taken on each category of record. 

What preservation methodology is required for each category of records? 

How should I pack the records for transfer?

· Box Contents. Files belonging to the same series and having the same retention period should be packed together.

· Non-Records, Blank Forms and Personal Items. Should not be packed with the records.

· File Sequence. Files should be arranged in record plan or file list order.

· Box Limit. overfilling of boxes should be avoided.

· Box Label.  Boxes should be clearly labeled with the file categories and covering dates.

· Box Numbering. Offices should write their acronyms and a box number on the two sides of the box with holes.

· File List. The first box of a record series or a group of series should contain a copy of the file list or the record plan. 
 Checklist for records transfer procedures  

	Records Categorization and Classification 
	

	Have records been categorized according to Administrative and Substantive
	 


	Have records series been identified and records categorized 
	 


	Have records for digitization been separated  
	 


	Does staff have the necessary knowledge and skills to manage the ongoing operation of the system?
	 


	Are there arrangements for ongoing service and/or help desk support with the system vendor/s?
	 


	Are the aims, responsibilities and budget of the system documented and ‘signed off’ at the appropriate level? 
	 


	Selecting records for imaging
	

	Are the records suitable for imaging in terms of:
	

	· Their retrieval rate? 
	 


	· Their expected period of use? 
	 


	· Their format? 
	 


	Records disposal
	

	Has the proper disposal of the original records been arranged according to the specific advice from UN-Habitat where necessary?
	 


	Have you checked the disposal action for the image copies by referring to the retention schedule under which the original was covered?
	 


	Have you checked whether the original records are specifically required in their original form in any relevant authority source?
	 


	Are there any other barriers to the destruction of original records such as:
	

	· Pending / anticipated litigation cases? 
	 


	· Any UN policy preventing the destruction of records? 
	 


	Have you obtained a legal opinion regarding the destruction of original records about which you are in doubt?
	 


	Managing originals when they are retained
	

	Where they are retained, are the originals of records which have been imaged being managed in accordance with IMU  framework of rules and guidance?
	 


	Desirable features of imaging systems
	

	Are there routine, documented procedures for verifying that the image copies are accurate and complete reproductions of the originals?
	 


	Does the imaging system include:
	

	· The use of standard compression and decompression algorithms? 
	 


	· The use of Write Once Read Many (WORM) optical media? 
	 


	· The use of security controls such as access passwords and audit trails to prevent any alteration of the images? 
	 


	Do you maintain thorough system documentation, including description of any image enhancement techniques?
	 


	Are the image copies being managed in recordkeeping systems in accordance with ARMS’ framework of rules and guidance? 
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