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RECORD OF CHANGES

This Business Continuity Plan of UN-Habitat will be affected by substantive changes, such as
critical processes, roles and responsibilities and erisis response organization, and will require
regular updates.

UN-Habitat Business Continuity Focal Point, in close cooperation with UN=HABITAT Safety and
Security officer, is responsible to maintain the plan as well as the Record of Changes below.

BUSINESS CONTINUITY PLAN
Record of Changes .
Date | Change Description Change Entered by

All information contained in this Plan will be treated in a confidential manner and disseminated
accordingly. Only a “dry” version without contact information will be provided to staff for their
information.
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BACKGROUND

L. EXECUTIVE SUMMARY

UN-HABITAT Business Continuity Plan (BC Plan) reflects a multi-hazards approach — including the worst
case scenario — to racover from a crisis event that disrupts operations at headquarters in Nairobi. This
plan details information required by officers to determine the impact of a crisis and to effectively
respond, and provides a structure for maintaining critical functions and processes.

2. INTRODUCTION

Many people depend on the Organization’s ability to discharge its mandate effectively. Business
Continuity Management (BCM) in UN-Habitat is considered a management process that strengthens the
Organization’s ability to maintain continuity of its critical business processes at a minimum agreed level
following disruptive events. All officers within UN-Habitat must be prepared to continue their critical
operations at all times, including when facing critical incidents of any nature (e.g., fire, power outage,
bomb threat, civil unrest , pandemic outbreak or natural disaster).

This Business Continuity Plan is designed to enable UN- Habitat recovery from a crisis event that disrupts
its operations. The effectiveness of the plan demands a consistent level of management support to
ensure it remains current, relevant and reflective of the office’s critical functions. This plan provides the
outline of a supporting structure and a core of procedures through which critical processes may be
maintained after a disruption.

UN-Habitat is a member of the UNON Security Management Team (SMT) which includes all UN
Programmes and Specialized Agencies based in Kenya. UN-Habitat is also a member of UNON Crisis
Management Team (CMT) and UNON Security Cell (UN-Habitat represented by its Safety and Security
Officer). UN-Habitat BCP should be coordinated with the United Nations Office at Nairobi Business
Continuity Plan and aligned to the fﬂIIDWI ng plans maintained and implemented by UNON services:

¢ The Security Plan is aimed at securing staff safety including evacuation to other countries in
situations where their persanal safety is in doubt.

¢ The Mass Casualty Incident defines the specific roles and actions to be taken in case of an incident
resulting in a mass casualty event. The plan enables all parties involved to organize and implement,
with the appropriate procedures, a coordinated and efficient Security and Medical response to such
an event.

* The IT Disaster Recovery Plan facilitates the rapid recovery of failed IT systems.

* The Pandemic Contingency Plan is a preparedness plan focusing on preserving the health of staff
and dependants in the event of a pandemic;

The Business Continuity Plan is designed to enable UN-Habitat to recover from a crisis event that
disrupts its operations. The effectiveness of the Plan demands a consistent level of management
support to ensure it remains current, relevant and reflective of the Service’s eritical functions. This Plan
provides the outline of a supporting structure and a core of procedures through which te maintain
critical processes after a disruptive situation.
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3. OBIJECTIVES OF BCP

The objectives af the BC Plan include the following:

* Protect staff and minimize damage or losses; eliminate or mitigate the impact of disruptions on
UN-Habitat operations;

* Direct and guide UN-Habitat managers in taking appropriate actions to ensure the capability
exists to continue critical functions, processes and essential services, until normal aperations are
reconstituted,

* Establish clear delegations of authority and decision-making structures following emergency or
crisis events which disrupt or render UN-Habitat leadership unable, unavailable or incapabie of
assuming and performing their responsibilities and delegations of authority.

* Achieve a timely and orderly recovery and reconstitution of normal operaticns that allows the
resumption of critical functions and operational services following an emergency;

* Assist with protection of UN essential facilities, equipment, vital records and assets;

¢ Identify and implement preparedness measures related to the possible establishment of an
Emergency Relocation Site (ERS) following an event that renders the current offices unusable or
inaccessible, as a minimum to facilitate decision-making during an emergency or crisis event

* Preserve modes of communication with other UN agencies located in Nairobi; and

¢ Ensure and validate BC Plan readiness through testing, simulation and exercising of the BC Plan,
and training of staff on BCM and BC Plan invocation;



UN-HABITAT

4.

The newly established organization chart of UN-Habitat is as below in figure 1

UN-HABITAT ORGANIZATIONAL FUNCTIONS

26 February 2013
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1.

p A PREPARATION PHASE

CRITICAL FUNCTIONS OF UN-HABITAT

Proposed overarching critical functions for UN-Habhitat:

= Ability of the Executive Direction to make and communicate executive decisions and play a
leadership role in case of crisis

= Ability to communicate with staff, other organizations, governing council, and media;

= Ability to communicate with staff;

» Ability to make emergency-related financial, travel and procurement transactions

= Ability to advice on legal issues;

¢ Continuation of critical budget functions (e.g. allotments, approval of emergency funding);

= Ability to provide advice on and process HR matters;

The list of UN-Habitat critical processes by can be foundin Annex 2.

2.

a.

RISK MANAGEMENT

Risk assessment

A Security Risk Assessment (SRA) for Kenya is regularly being conducted by UNDSS and updates
approved by the SMT. In addition, the UNON BCP unit and the Managers of facility management Units
and other Support Services regularly update a supplementary analysis covering other BC risks such as
supply failures or loss of IT services. All risks that could directiy or indirectly lead to serious disruption
of normal operations at Gigiri complex are integrated in the UNON BCP Risk Assessment as detailed in
Annex 1.

3.

PLANNING ASSUMPTIONS

This BC Plan is based on the following assumptions:

The UNON Gigiri complex where UN-Habitat is based, is vulnerable to being rendered unusable
ar inaccessible by a number of risks;

The UNON capacity to provide common services may be alterad or jeopardized by a number of
risks;

The BC Plan will enable UN-Habitat management to maintain voice and data communication
with other UN offices and at a minimum voice communication with all staff:

Pre-established critical functions may be modified once the actual extent of the threat has been
identified and impact of an event is fully understood;

UN-Habitat management may be obliged to contend with rules and restrictions imposed by
lacal authorities;
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¢ The Deslgnated Official, chairs the Sacurity Management Team (SMT) with the assistance of the
Chiaf of the Security and Safety Service and will make decislans on all issues pertaining to staff
sacurity and will instruct agencies to activate BCP if required;

¢ There is an established UNON Crisis Management Team (CMT) chaired by UNON Director of
Administrative services ; the CMT will provide support of first responders, conduct impact
assessments and advise the DO on crisis management and BCP measures to apply (for
significant crisis UN-Habitat Safety and security Office participates CMT meetings);

# Most of UN-Habitat staff (other than thase on duty travel, on approved leave or receiving
medical treatment) are available for work;

« Vital data stored on UNON netwarks is backed up and can be recovered and accessed by
designated critical staff when equipped to work remaotely.

e Data stored on desktop computers is backed up regularly or available in hard copy.

= UN-Habitat Vital Records are remotely available or accessible to designated critical staff on site
should the BC Plan be activated.

4, MITIGATION/RESUMPTION STRATEGIES

The critical functions and processes of UN-Habitat have been identified and, along with it, the strategies
to use in order to continue those functions and business processes under different types of threat. The
threats that could disrupt operations at UN-Habitat have been classified as falling into the following four
broad categories:

Major information and communication technology systems failure;

Denial of access to the UN Nairobi Gigiri compound;

Loss of major vendors or suppliers, and

Catastrophic loss of information technology systems, staff and/or premises.

L i

in general, the following five main mitigation strategies have been identified to ensure continuation of
critical functions and processes:

= Workaraunds: manual methods or use of alternative systems;

= Telecommute: work from home;

Develution or transfer of business processes to another UN-Habitat office:
Use of alternate location: work from a recovery site;

e Postpone or suspend the function/process.

Depending on the characteristics of the crisis or interruption, mitigation strategies differ, For example, if
there is a major outage of IT systems, telecommute would net be feasible and possible mitigation
strategies would be workarounds, transference of business process, or use of an alternate location.,
Most business interruptions can be dealt with using manual workarounds, office closure, ar
telecommuting strategies. Only very few threats will lead to an organization having to implement a
recovery site or having to devolve its critical processes to another location.

9
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1. ACTIVATION OF THE BC PLAN AT UN KENYA SYSTEM LEVEL

The UN-Habitat BC Plan may be implemented because of threats or events that are anticipated (with
warning) er unanticipated (without warning). In either scenario, once the BC Plan is invoked the
deployment phase will be followed through to completion and reconstitution.

During a crisis the BC Plan will be implemented upon the order of the Designated Official, on the advice
of the Security Management Team (SMT) and the UNON Crisis Management Team (CMT), as a member
of both groups UN-Habitat will be involved in the decision making process for the Nairabi duty station.

UN-Habitat will activate its BCP or only some of the BCP components based an the information available
on the impact of the disaster, how long the emergency situation is projected to continue, and staff
availahility.

Examples of situation that may lead to activation of the BCP include the following:
¢ UNON core systems are significantly disrupted or lost;
* The emergency situation is expected to last more than 24 hours; and

¢ Thereis a clear or present threat to UN Gigiri premises and/or staff.

If the threat or emergency occurs during work hours, the BC Plan may be invoked when the emergency
plans are activated, which may require, depending on the situation, either the immediate evacuation of
staff out of the complex or the evacuation of staff from specific blocks/areas or the necessity to
temporarily suspend all movements in and out of the complex (disaster occurring at access gates or
blocking access/egress to and from Gigiri Avenue for example).

In an emergency that dictates evacuation of the complex or if the emergency hampers access to the
complex, the UN-Habitat crisis management group will assemble at a pre-determined designated
location to initiate recovery activities remotely until access is restored. The options for temporary
alternate recovery locations of UN-Habitat are: '

Accambl Assembly Point 1 Assembly Point 2 Assembly Point 3'
Asse y
Site LN Giglri Complex Dutside Gigirl Complex Outside Nairobi, Kenya

Incident involving a temporary
Use When Localized Incident denlal of access to the Gigiri
complex

Incident requiring
refocation out of Kenya

10
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Location

Newr Office Facility (NOF ),

Lacation 1: UNDP Somalia,
Springvalley, Nairobi/ Kenya
(tentative)

Contact: Sergio Valdini, Deputy
Country Director (Operations),
UNDP Somalia;
sergio.valdini@undp.org
Office + 254204255241

Cell (Kenya) : +254722803937
Skype : valdinisergio

Lacation 2: Windsor Golf Club
& Rasort, Kigwa Road,
Ridgeways off Kiambu Road

Location 3: International

Livestock Research [nstitute

(ILRI), Old Naivasha Rd, off
Walyaki Way, Nairobi

Contact: Robert Oisebe, chief,
security

+254-722-51-95-48
+254-20-422-3361

26 February 2013

‘ Amman / Jordan (for

‘ limited operational team)
Executive Direction :
Amman (Jerdan) Geneva
(Switzerland)

il




| UN-Habitat Crisis Management Group
‘-‘ (CmG)*

UN-HABITAT =~ ] 26 February 2013

1. DECISION MAKING PROCESS AT UN-HABITAT

*ta difterentlate from the UNON CMG

Category Description
The UN-Habitat CMG of UN-Habitat gathers information on

implications for UN-Habitat operations, and recommends
business continuity action to the Executive Director or
his/her alternate

Critical On-site Staff [ The Crutrcat On- stte Staff are pre-designated UN Habitat

staff, whose functions require them to remain on-site
durmg emerger;c:es

Critical Ciff—site Staff ' The Critical Off- site ‘-‘.l:aft are .re:'é'pansihla | for the
continuation of the Organization’s critical processes, which |

| they perform remotely or from a recovery locatuon

Non-essential staff l The nan-essential staff will be asked to remain at home,

1. Time-scale for BC Plan Activation

Phase | - Activation (and Relocation if required) Phase (0-12 Hours)

Following a crisis event, the UN-Habitat Crisis Management Group with assistance from the BCP
Focal Point, will conduct an initial assessment;

The UN-Habitat CMG will meet in OED Boardroom - Block 4/Floor 3 NW (or at the pre-
established alternative assembly location) to be briefed on the situation by UN-Habitat Safaty
and Security Officer and decide on which components of the BC Plan need to be activated;

Once notified that the BC Plan is implemented, the members of the CMG will notify their on-site
and off-site critical staff, that they are on duty;

Critical Staff are briefed of the situation by the CMG and informed of their roles and
responsibilities and location from where they will be working when supporting BC Plan
Activation;

The Branch coordinators and other managers, or designate, informs their external partners of
any changes to ongoing activities or plans;

Within 4 to 12 hours post event (exact time to be determined and notified), activated critical
staff assemble at the designated location and commence business process recovery as outlined
in the BC Plan;

The Chair of CMG accounts for peraonnel throughout the duration of the BC Plan event,
Supervisors and managers will make contact with staff under their span of control using an “all
staff” down cascading communication tree ready at all time (hard copy) that bear the staff
mobile telephone numbers with each staff member having a maximum of 3 persons to contact.

‘the event’, determines the impact of the crisis and its |
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Wallet cards will be availed to all staff members. The wallet card contain, emergency contact
infarmation, summary of the BCP ie. staff and action plan, access to the assembly point, practical
information on remote office and communication trees.

Phase |l - Recovery Operations Phase (including at a recovery location if relevant/available)

= The activated Critical Staff continue critical operations and redefine them, as needed, based on
duration of the operation;

¢ The UN-Habitat CMG provides additional guidance as determined by the situation to non-BC Plan
staff;

* The UN-Habitat CMG provides the ED with a daily situation report on the status of offices in close
coordination with UNON CMG, the UN-Hahitat BC Focal Point and critical staff:

¢ The UN-Hahitat CMG provides direction on the performance of critical functions (e.g.,
prioritization) and keeps UNON CMT notified of the location of operations, operational and
communication status, and the anticipated duration of relocation (if relocation has been
reguired).

Phase [l - Reconstitution Phase (Termination and Return to Normal Operations)

« The Critical Staff continue critical processes;

» The UN-Habitat CMG develops and implements plans to phase down work fram home or from a
recovery location return activities and any relevant records or materials to the initial offices when
appropriate;

¢ The UN-Habitat CMG informs all persannel that the threat of or actual emergency no longer exists,
and provides instructions for reconstitution, using telephones, e-mail and the intranet;

* As soon as possible following return to normal aperations, UN-Habitat conducts a review of its BC
Plan operations and lessons learned on the effectiveness of its plans and procedures to identify
areas for correction, and develop a remedial action plan. The review will be led by the Chair of UN-
Habitat CMG, with assistance from the BC Focal Point.

4, Internai Crisis Management Arrangements

41 Delegations of Authority

In order to reduce transaction costs and time, and to ensure a maximum level of functionality, the chain
of command has been designed as horizontal as possible and necessary delegations of authority in the
event of an emergency provided. Senior Management will therefore form a Crisis Management Group
that directly issues instructions and communications to individual critical staff.

* The Executive Director ensures communications with UNDSS and the Designated Official as required,
and oversees all activities.

* The Executive Director ( the Deputy Executive Director or UN-Habitat OIC in case of ED is
unreachable) decides on essential programme activities that should continue and ensures the stop /
phase-out of all other programme activities and ensures communication with all critical staff.
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¢ The Chair of UN-Habhitat Crisis Managemant Group instructs on all relocation and / or evacuation
operations and the settlement of outstanding and recurrent obligations,

¢« The Chajr of UN-Habitat Crisis Managemeant Group instructs on all relocation and / or evacuation
operations and the settlement of outstanding and recurrent obligations.

¢ The UN-Habitat Safety and Security Officer, in liaising with UNDSS, is responsible for all activities
relating to staff and asset protection, and liaises with the Police and other security forces as

required.

4,2 Order of Succession

The UN-Habitat order of succession is as follows:

Order of Succession (names and title)

Dy, Joan Clos, Executive Director

Dr. Aisa Kirabo Kacyira, Deputy Executivé Director
Andrew Cox, Chief. (_yﬁcé-c}f‘the Executive Director

43 Responsibilities

During an event, the following individuals/designated persons, positions, and/or functions will carry the
following responsibilities: ‘

(a) Executive Director (ED):

Represents UN-Habitat in the UNON Security Management Team (SMT);
Chairs and communicates with the UN-Habitat Crisis Management Group, and decides

whether to implement the BCP;

-

Activates the BCP on the advice of the UN-Habitat Crisis Management Group and acts as

the Crisis Coordinator;

» The Executive Director can delegate responsibilities to the Deputy Executive Director;
. Pravides information to the media, handles all press inquiries, and prepares daily press
guidance,

(b) Deputy Executive Director (DED):

-

-

-

Acts as Alternate replacement for UN-Habitat ED in the SMT

In the absence of the ED Acts as the Crisis Coordinator, chairs the Crisis Management
Group and activates the BCP;

Notifies the UN-DO immediately on the ED decision to activate the BCP;

Executes the deployment of pre-selected staff - as appropriate and as reguired;

Directs BCP activity during the crisis and ensures that all pertinent Business Continuity

policies and guidelines in-force are applied;
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. Reconstitutes the UN-Habitat critical staff pasitions with alternates under the BCp:
» Reconstitutes full UN-Habitat functions and supervises the resumptions of normal
oparations;

(¢) Chief of OED:
® Acts as the Deputy Crisis Coordinator;

(d) The Spokesperson
. Assigns the role of historian to chronicle actiens taken during & crisis and lessons-
learned;

(e) Head of Office of Management:
. Coordinate the operation of and ensure continuity of the financial and administrative
critical functions and processes through the Crisis Management Group;

(f) UN-Habitat Safety and Security Officer

. In liaison with the UNDSS Field Security Ad.vlse.-r,. provides comprehensive security
support, including physical security in coordination with the UNDSS and site security, as
required;

(g) UN-Habitat Crisis Management Group
s The CMG is responsible for implementing the security recommendations and/or instructions
of UN-Habitat Executive Director as recommended by the DO. The membership of the CMG
cansists of representatives from the different branches of UN-Habitat,

UN-Habitat Crisis Management Group is formed of:

Last name First name | Essential Duties — Roles and responsibilities

1. | Clos loan Executive Director
Chair, UN-Habitat Crisis Management Group and Crisis
Coardinator

2. | Kirabo Kacyira | Alsa Deputy Executive Director
Deputy chair, UN-Habitat Crisis Management Group

3. | Cox Andrew Chief, Office of the Executive Director and Deputy Crisis
Coordinator

4. | Nyakairu lane | Finance and Budget coordinator

5. | Moreno Ana Spokesperson, Advocacy, Outreach and Communications

6. | Zimmer | Don Safety, Security and Wardens Coordinator

7. | Robleh Mohamed | Business Continuity Plan coordinator i
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{h} Critical Staff

The Critical Staff (including all members of the UN-Habitat CMG) are pféadesigl'nated and trained staff
with the necessary management, technical and programme expertise to support implementation of the
critical processes and essential functions. Upon activation of BC Plan, the Critical Staff are responsible
far the maintenance of pre-identified critical process to which they have been assigned in accordance to
the mitigation strategjes attached at Annex 2. Critical 5taff will need to be provided with speacific
equipment and training in order to facilitaie remote access to UNHQ and UNQN core applications (a
user guide on accessing office remotely has been distributed). :

(i)} Non-Critical Staff

Non-critical staff members are all the remaining staff members. They remain on:call'to be-activated for
substitution of activated personnel or as the situation may demand. Due ‘tQ the Iik‘ely capacity strain on
IT infrastructure which may arise in the event of a disruption, nan-critical staff having an internet
connection at home are directed not to log on to corporate systems SU'CI"I as “UN Webmail” or “CITRIX”
unless instructed to do so. All non-critical staff should be. prowded regula‘r information updates through
the Security SM5 Alert System and emails in order to be ‘abla to. mc}mtur the ongoing situation.
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1. DEVOLUTION/TRANSFER OF TASKS

The possibility that threats or attacks could render the UNON premises Inoperable for even a brief
period MUST be reduced or diminished. UN-Habitat must therefore plan in advance to be able continue
aperations under all circumstances.

Devolution or transference of processes planning supports the overall BC effort and addresses
catastrophic events that may compromise management and render staff unavailable or incapable of
performing critical processes from either primary or recovery locations. Consideration needs to be given
to determining a mechanism to temporarily transfer some critical functions to other locations (e.g UN-
Habitat Regional Offices) particularly to address the likelihood of the fallowing situations:

e Function of the primary location is significantly impaired, so as to impede or prevent execution

aof critical processes; and/or
« Senior management is unavailable, incapacitated, or eliminated,

& RECONSTITUTION

Following a crisis in UNON Gigiri Compound, the reconstitution of the UN-Habitat (and its main mission
critical service provided UNON) as a work place with adequate facilities and personnel to restore
complete functions is a priority. Reconstitution operations may include actions to restore the original
facility to operational capability, or acquiring/renting @ new facility in the immediate neighborhood,
Depending on the scenario it might be necessary to redeploy operations to sites outside of Gigiri.

Reconstitution will be cansidered complete whent
® A majority of UN-Habitat functions have been restored;
e The Senior Management is fully supported; and
¢ UN-Habitat can exercise its core mandate

3. RECOVERY LOCATIONS

If some of the UNON office buildings become inaccessible for whatever reason, UN-Habitat may choose
to relocate some of the activities to a recovery office black. In order to determine a suitable recovery
location, the UN-Habitat CMG, with assistance from the UNON CMG and Security Services, will engage
with UNON Service of Support Services and source suitable available office space,
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:

MAINTENANCE, EXERCISES AND REVIEW

The training of staff is essential in ensuring that UN-Habitat maintains the capability to properly and
efficiently execute its BCP. Training of staff on BCP will be through various methods, to include
orientation, training, workshops and periodic crisis simulation

The testing and exercising of the BCP is intended to ensure that UNON maintains its Business Continuity
preparedness capability, the principal goals of which are as follows:

2.

Improve the capability of Divisions, Services, Sections and Units and individuals to execute and
evaluate their business continuity responsihilities;

Familiarize all staff, and those directly involved in BC invocation in particular, with the issues
encountered during a major emergency or following a critical event of any kind;

Validate plans, policies, procedures, and systems;

Identify deficient plans, policies, and procedures as well as systems for subsequent correction;
Identify needs to train and re-train staff; and

Maintain/update preparedness plans.

Exercise the technical, logistical, administrative, procedural and other operational systems of
the BC Plan;

Exercise preparedness arrangements and infrastructure (including roles and responsibilities);
Validate technology and telecommunications recovery, including the availability and relocation
of critical staff; and ‘

BC PLAN MANAGEMENT

UN-Habitat will conduct an annual review of the overall BC Plan. The BC Plan can also be updated on an
ad hoc basis after any of the following instances:

* ® & »

Systems and application changes;

Changes to business processes;

Identification of a possible political crisis or security threat;

Major personnel changes;

Major supplier changes; and

Lessons learned during simulation and exercises and/or actual crisis events.

Critical staff must report any changes, such as changes in responsibilities, contact information or
functional changes, to the BC Plan Deputy Focal Point (at Mohamed.robleh@unhabitat.org or Office
extension 2-4596) within 1 week. '

BC Plan will be maintained through one or mare of the following means:

L]

Written notification to the BC Plan Focal Point, from the Chief, of a change;

Six-monthly BC Plan review by the Crisis Management Group;

Information obtained from the after-action report submitted following a test or exercise (using
the Corrective Action Plan template); and

Notification of policy changes by technical divisions.
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UN-HABITAT ] 26 February 2013

Annex 8: BC Plan Activation/Reconstitution Memorandum

In response to the following:

l approve activation of the UN-Habitat Business Cantinuity Plan.

Dr, Joan Clos Date
Executive Director
UN-Hahitat

Time

I hereby approve the peconstitution of normal aperations at UN-Habitat.

Dr. loan Clos Date
Executive Director
UN-Habitat

Time
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